CASE NUMBER: 52C01-2008-F4-000254 FILED: 8/19/2020

PROBABLE CAUSE AFFIDAVIT

STATE OF INDIANA 1 SS: Kegan Anthony Kline
COUNTY OF MIAMI OLN: I ssN+: D OB: 05/27/199%4
DEFENDANT

I, Trooper David R. Vido, PE 8923 of the Indiana State Police Department being first duly sworn upon
oath, says that on February 25, 2017, in the County of Miami and in the State of Indiana and at 67 East
Canal Street, Peru, Indiana 46970

IC 35-42-4-6(c) Child Solicitation

IC 35-42-4-4(d) Child exploitation; possession of child pornography
IC 35-42-4-4(B) Child exploitation

1C35-42-4-4(e) Child exploitation; possession of child pornography
35-43-5-3.8(a) Synthetic identity deception

IC 35-44.1-2-2(c)(3) Obstruction of justice

The undersigned says on February 25, 2017 The Indiana State Police (ISP) and the Federal Bureau of
Investigations (FBI) executed a search warrant at ||| GG V1l working
ISP case | . thc FBI sent information to the ISP Cyber Crimes unit that an adult male was
soliciting female juveniles utilizing the social media platforms, Snapchat and Instagram. The adult male
was using the username anthony shots. Subpoenas were sent to Instagram and Snapchat for the
anthony_shots account information. The Instagram and Snapchat returns provided Comcast IP addresses.
A subpoena was sent to Comcast for the IP addresses associated with the anthony shots account and they
returned to ||| i Pcru. Indiana. The Instagram subpoena advised the
Anthony Shots account was registered on 07/20/2016 and the Snapchat return advised the account was
registered on 07/14/2016.

On February 25, 2017 at approximately 12:30 PM EST, the search warrant was executed on the residence
by ISP, FBI and the Peru Police Department. ||| | | | S 214 his son, Kegan Anthony Kline
were located in the residence.

At approximately 12:35 PM EST, |l was interviewed by ISP Sergeant Kunstek and FBI Special
Agent Willmann. [JJJj was read his rights and agreed to speak with investigators. [JJJj confirmed they
had Comcast as their internet provider and it was a secured network. JJjjj told investigators that Kegan
did use Instagram and Snapchat.

At approximately 1:25 PM EST, Kegan Kline was interviewed by ISP Sergeant Kunstek and FBI Special
Agent Willmann. Kegan was read his rights and agreed to speak with investigators. During Kegan’s
interview, he initially denied creating fake social media accounts and talking to underage girls. Later in
the interview, he admitted to creating the anthony_shots profile and speaking to underage girls. Kegan
told investigators he created the accounts approximately 6 months ago. Kegan stated he talks to girls he
knows personally and girls he doesn’t know personally. Kegan stated he meets girls on Instagram. He
said he knows the age of the girls he communicates with because he talks to them. Kegan stated if a girl
told him she was 16 or under he wouldn’t care and would still talk to them. Kegan told investigators he
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finds girls on Instagram and then tells them to talk to him on Snapchat. Kegan admitted to speaking to
approximately 15 girls that were underage and advised he probably received pictures from every one of
them. He advised he saved their pictures to his gallery. During his interview, Kegan stated he was fucked
and he should’ve left. Kegan advised he packed another bag and took it to Las Vegas. [JJjj and Kegan
returned from Las Vegas on February 25, 2017. He stated he was going to leave when his dad was asleep.
Kegan told investigators the main phone he uses is the white iPhone 5c.

After Kegan’s interview, he was polygraphed at the Peru State Police Post by Sergeant Matthew Collins.
Kegan and Sergeant Collins spoke about this incident and case, ||| - Kcgan again admitted to
creating the fake anthony shots profiles and speaking to underage girls. Kegan told Sergeant Collins the
girls ranged from 15 to 17 years old and he knew their ages because they told them how old they were.
Kegan stated he received approximately 100 sexual pictures from underage girls. Kegan described sexual
pictures as bare breast, vaginas, butts and girls in bras and panties. Kegan also advised he received
approximately 20 videos of underage girls masturbating. Kegan stated he would masturbate to the
pictures and videos they sent him. He also communicated this to the girls who were sending the pictures
and videos. Kegan’s polygraph questions were based on case, ||| | | - Kcgan’s polygraph was
concluded at approximately 7:30 PM and he was transported back to his residence.

The undersigned has watched the interview and polygraph recordings of Kegan Kline.

Multiple electronic devices were seized during the warrant including; an Apple iPhone 4, Apple iPhone 3,
Samsung Galaxy S5, Samsung Galaxy S4, Nextbook Tablet and an Apple iPod Touch.

On February 27, 2017 Kegan contacted ISP Cyber Crimes Unit and told them he located his Apple

iPhone 5c that wasn’t taken during the warrant. On March 2, 2017 the unit obtained the iPhone 5¢ from
the ISP Peru Post.

On April 24, 2020, I was assigned lead investigator for this case.

On Friday, June 12, 2020 I received the digital forensic examination from ISP Sergeant Chris Cecil. I
reviewed the information and below is a summary of the forensic examination.

On Thursday, June 18, 2020 multiple law enforcement officials met with the Miami County Prosecutor to
discuss this investigation.

Apple iPhone 4

This iPhone was named “Kegan’s iPhone” and was last utilized on approximately November 11, 2016.
Kegan would’ve been 22 years old at this time. Access to this phone was protected with a PIN code.
There were numerous usernames and email addresses located on the phone including;

The user of this device communicated with female teens and shared media files depicting CSAM (Child
Sex Abuse Material). The user also portrayed themselves as a female teen using the name, emilyanne45.
Many of the communications were recovered from Kik Messenger and Snapchat. Media artifacts were
also found on this device. There were multiple CSAM and erotica media files which the user saved to the
device or shared or received. There were CSAM files that depicted female children approximately 12 to
17 years of age, posing nude and/or partially nude; and/or performing a sex act on themselves. There were
files located which depicted children between the approximate ages of 3 and 11 engaged in a sex act with
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an adult. There were also still images showing possible drugs and images showing Kegan with a black
handgun.

On 05/14/2016 there was a discussion that involved the user of the iPhone and another party sharing
Dropbox public links containing CSAM and child erotica media files. Descriptions of the files are listed
below the chat. The user of the iPhone 4 portrayed themselves as emilyanne45. The user had used the
“Emily Anne” identity in 2015 on the Samsung Galaxy S4 device.

Kik Chat-92

Device: Apple iPhone 4

File Name: chat-92

File Path: Apple iPhone 4\Cellebrite\chats\Kik Messenger Native\chat-92
Chat Between: emilyanne45 and ||| I or 05/14/2016 to 05/17/2016
Chat Summary:

05/14/2016

emilyanne45:
emilyanne45:

emilyanne45:
emilyanne45:

emilyanne45:

emilyanne45:
emilyanne45;

emilyanne45;

emilyanne45:
emilyanne45:

emilyanne45:
emilyanne45;
emilyanne45:

emilyanne45:

emilyanne45:

emilyanne45;
emilyanne45:
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emilyanne45: ]
05/16/2016
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05/17/2016

I
emilyanne45:
I
emilyanne45:
I
emilyanne45:
I
emilyanne45:
I
emilyanne45:
I
emilyanne45:
I
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emilyanne45:
emilyanne45:

emilyanne45:

emilyanne45:

emilyanne45:

emilyanne45:
emilyanne45:

emilyanne45:

emilyanne45:

Device: Apple iPhone 4
File Name: 6262834f-5b4a-4b3f-a4c3-ab185ac06498
File Path: Apple iPhone 4\Cellebrite\files\Image\6262834f-5b4a-4b3f-a4c3-ab185ac06498

Description :

Device: Apple iPhone 4

File Name: 740925b2-c439-42¢b-8{79-9¢48f97eab94

File Path: Apple iPhone 4\Cellebrite\chats\Kik Messenger Native\attachments92\740925b2-c439-42¢b-
8179-9¢48f97eab94

Description : |

Device: Apple iPhone 4

File Name: 0dba6f4f-c6ff-4378-a6b5-73d4785de5b4.jpg

File Path: Apple iPhone 4\Cellebrite\chats\Kik Messenger Native\attachments92\0dba6f4f-c6f-4378-
a6b5-73d4785de5b4 jpg

Description: |

Device: Apple iPhone 4

File Name: 70fb916£-6786-4317-9de0-2¢2c¢27208036.jpg

File Path: Apple iPhone 4\Cellebrite\chats\Kik Messenger Native\attachments92\70fb916f-6786-4317-
9de0-2¢2¢27208036.jpg

Description: |
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Device: Apple iPhone 4

File Name: 23a46246-fc76-4a76-a6¢3-55ba493d8fb5.jpg

File Path: Apple iPhone 4\Cellebrite\chats\Kik Messenger Native\attachments92\23a46246-fc76-4a76-
a6c3-55ba493d81b5.jpg

Description: |

Device: Apple iPhone 4
File Name: 689382¢4-8fbe-4bea-aabl-4d17e¢65¢73a4
File Path: Apple iPhone 4\Cellebrite\files\Image\689382e4-8fbe-4bea-aabl-4d17e65¢73a4

Description: |

Device: Apple iPhone 4
File Name: c2aba251-85ce-4898-9bf6-473673d95¢8d
File Path: Apple iPhone 4\Cellebrite\files\Image\c2aba251-85ce-4898-9bf6-473673d95¢8d

Description: |

Device: Apple iPhone 4

File Name: e14a7334-1265-4c7c-al75-7d6a642c41d1.mp4

File Path: Apple iPhone 4\Cellebrite\chats\Kik Messenger Native\attachments92\e14a7334-1265-4c7¢c-
al75-7d6a642c41d1.mp4

Description:

Device: Apple iPhone 4
File Name: 0af3f95c-07aa-4e12-bf22-dbe7c50b6b0b.mp4

File Path: Apple iPhone 4\Cellebrite\chats\Kik Messenger Native\attachments92\0af3f95¢-07aa-4¢12-
bf22-dbe7¢50b6b0b.mp4

Description: |

Device: Apple iPhone 4

File Name: 62c06d6b-27bc-4d07-a187-fbd8fe94a6cf.mpd

File Path: Apple iPhone 4\Cellebrite\chats\Kik Messenger Native\attachments92\62¢06d6b-27bc-4d07-
al87-fbd8fe94abctf.mp4

Description: |
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Device: Apple iPhone 4
File Name: 77bfa893-6f29-47¢0-abb6-00c11dd5ff1d
File Path: Apple iPhone 4\Cellebrite\files\Image\77bfa893-6129-47e0-abb6-00c11dd5ff1d
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Device: Apple iPhone 4
File Name: 51a98362-989¢-4055-86a9-1b0059454463.mp4

File Path: Apple iPhone 4\Cellebrite\chats\Kik Messenger Native\attachments92\51a98362-989¢-4055-
86a9-fb0059454463.mp4
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Device: Apple iPhone 4

File Name: 56a037a9-f62d-41e7-a877-cablf6ab35al.mp4

File Path: Apple iPhone 4\Cellebrite\chats\Kik Messenger Native\attachments92\56a037a9-f62d-41e7-
a877-cablf6ab35al.mp4

Description: This video is the same video as 51a98362-989¢-4055-86a9-{b(059454463.mp4 but with a
different file name.

Device: Apple iPhone 4
File Name: €7947249-054¢c-411b-b695-f946ea736116
File Path: Apple iPhone 4\Cellebrite\files\Image\e7947249-054¢c-411b-b695-f946ea736116

Description: |
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Device: Apple iPhone 4
File Name: 1391e5d6-975b-48c6-bd3e-02c25dbce4ds
File Path: Apple iPhone 4\Cellebrite\files\Image\1391e5d6-975b-48c6-bd3e-02c25dbecedds

Description: |

Device: Apple iPhone 4
File Name: 2b4a7742-0482-4192a-92¢f-559004d932a9
File Path: Apple iPhone 4\Cellebrite\files\Image\2b4a7742-0482-419a-92¢f-559004d932a9

Description:

Device: Apple iPhone 4
File Name: 657bf806-524d-4a4c-a627-bea7397b0ale
File Path: Apple iPhone 4\Cellebrite\files\Image\657bf806-524d-4adc-a627-bea7397b0ale

Description: |

Device: Apple iPhone 4
File Name: 1¢245634-3c3c-4e5e-a35¢-9dbd587925¢cc
File Path: Apple iPhone 4\Cellebrite\files\Image\1c245634-3c3c-4e5e-a35¢c-9dbd587925¢cc

Description : |

Device: Apple iPhone 4
File Name: 7t6365¢9-82¢3-4192-bd8c-c522346262ad
File Path: Apple iPhone 4\Cellebrite\files\Image\7{6365¢9-82¢3-4192-bd8c-c522346262ad

Description : |

Device: Apple iPhone 4
File Name: 2f7cb6af-5706-48{5-a60b-a5a84a588caa

File Path: Apple iPhone 4\Cellebrite\files\Video\2f7cb6af-5706-48f5-a60b-a5a84a588caa

Description : |

Device: Apple iPhone 4
File Name: b1058102-0ab2-4ca6-850c-4b8e48102d67
File Path: Apple iPhone 4\Cellebrite\files\Image\b1058102-0ab2-4ca6-850c-4b8e48102d67

Description : |
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Device: Apple iPhone 4
File Name: e8f4ebb1-0539-4acc-87cf-ab44d74f196b
File Path: Apple iPhone 4\Cellebrite\files\Image\e8f4ebb1-0539-4acc-87cf-ab44d74f196b

Description : |

Device: Apple iPhone 4
File Name: a49a3d6f-3dad-43f1-886a-171ee85905b0
File Path: Apple iPhone 4\Cellebrite\files\Image\a49a3d6f-3dad-43f1-886a-171ee85905b0

Description : |

Device: Apple iPhone 4
File Name: 06cfc727-d8¢0-4100-bc3e-alf14ef67949
File Path: Apple iPhone 4\Cellebrite\files\Image\06cfc727-d8e0-4100-bc3e-alfl4ef67949

Description : |

Device: Apple iPhone 4
File Name: 3055b623-f1¢9-4488-95fb-5a0af7d81594
File Path: Apple iPhone 4\Cellebrite\files\Image\3055b623-f1c9-4488-95tb-5a0af7d81594

Description |

Device: Apple iPhone 4
File Name: 9055dd4b-ef55-445¢c-a935-bacac9e8a415
File Path: Apple iPhone 4\Cellebrite\files\Image\9055dd4b-ef55-445¢c-a935-bacac9e8a415

Description : |

Device: Apple iPhone 4

File Name: 0118a092-1cc3-44b4-8000-23aa6befcc7d

File Path: Apple iPhone 4\Cellebrite\files\Image\0118a092-1cc3-44b4-8000-23aabbefcc7d
Description:
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Kik Chat-4

Device: Apple iPhone 4
File Name: chat-4
File Path: Apple iPhone 4\Cellebrite\chats\Kik Messenger Native\chat-4

Chat Between: emilyanne45 and ||| I (U koown Age) on 04/30/2016

Chat Excerpt:

emilyanne45
emilyanne45

emilyanne45
emilyanne45

emilyanne45
emilyanne45
emilyanne45
emilyanne45
emilyanne45
emilyanne45
emilyanne45
emilyanne45
emilyanne45

emilyanne45

Device: Apple iPhone 4
File Name: 3f6a4¢98-d334-40c7-9¢15-bfc2fc4de864
File Path: Apple iPhone 4\Cellebrite\files\files\Image\3f6a4e98-d334-40c7-9¢15-bfc2fc4de864

Description:
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Kik Chat-40

Device: Apple iPhone 4
File Name: chat-40
File Path: Apple iPhone 4\Cellebrite\chats\Kik Messenger Native\chat-40

Chat Between: emilyanne45 and ||| (13 ycars old) on 09/07/2016
Chat Excerpt:

ermlyanne

ermlyanne
emilyanne
emilyanne
emllyanne

ermlyanne
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10/02/2016
emilyanne45: ]

Device: Apple iPhone 4
File Name: 45¢e4aae5-ebad4-4dde-83¢9-215b1bal3cb4
File Path: Apple iPhone 4\Cellebrite\files\Image\45e4aae5-eba4-4dde-83¢c9-215b1bal3cb4

Description : |

Device: Apple iPhone 4
File Name: ef80d0d 1-bb57-4da4-acea-0f8457418a4a
File Path: Apple iPhone 4\Cellebrite\files\Image\ef80d0d1-bb57-4da4-acea-0f8457418a4a

Description : |

Device: Apple iPhone 4
File Name: 5fc5779a-da43-404d-b762-f94beac2eccd
File Path: Apple iPhone 4\Cellebrite\files\Image\5fc5779a-da43-404d-b762-f94beac2eccd

Description: |

Device: Apple iPhone 4
File Name: 34030cb6-e560-4c61-ac4d-355977a353e3
File Path: Apple iPhone 4\Cellebrite\files\Image\34030cb6-¢560-4c61-ac4d-355977a353¢3

Description: |

Device: Apple iPhone 4
File Name: 589715ec-7e3f-4cb8-b915-328afd1e9f7c
File Path: Apple iPhone 4\Cellebrite\files\Image\589715ec-7e3{-4cb8-b915-328afd1e9f7¢c

Description: |
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Kik Chat-84

Device: Apple iPhone 4

File Name: chat-84

File Path: Apple iPhone 4\Cellebrite\chats\Kik Messenger Native\chat-84
Chat Between: emilyanne45 and ||| on 05/14/2016

Chat Excerpts:

emllyanne4
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emllyanne4
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emllyanne4

(¢}

rmlyanne4

emllyanne4

emllyanne4

ermlyanne4

ermlyanne4
emilyanne4

emllyanne4

emllyanne4

emilyanne4
ermlyanne4
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ermlyanne4
emilyanne4
emilyanne4

ermlyanne4
emilyanne4

emﬂyanne4
emilyanne4
emllyanne4

emllyanne4

emﬂyanne4
emﬂyanne4

emllyanne4

emllyanne4
ermlyanne4

emﬂyanne4
emllyanne4

emllyanne4
emilyanne4
emilyanne4

o I
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o
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emllyanne4

emllyanne4

emﬂyanne4

Device: Apple iPhone 4
File Name: b66c996d-dce7-40a4-alba-0bb37313a75a
File Path: Apple iPhone 4\Cellebrite\files\Image\b66c996d-dce7-40a4-alba-0bb37313a75a

Description: |




CASE NUMBER: 52C01-2008-F4-000254 FILED: 8/19/2020

Device: Apple iPhone 4
File Name: 218e4edb-c117-4706-9aa6-66ff5dc47971
File Path: Apple iPhone 4\Cellebrite\files\Image\218e4edb-c117-4706-9aa6-66{f5dc47971

Description:

Device: Apple iPhone 4

File Name: 08636951-7711-469a-a938-b4192{94a8b6

File Path: Apple iPhone 4\Cellebrite\files\Image\08636951-7711-469a-a938-b4192{94a8b6
Description:

Device: Apple iPhone 4

File Name: bc03d498-b8d5-43ef-bc42-56ded28cefb7.jpg

File Path: Apple iPhone 4\Cellebrite\chats\Kik Messenger Native\attachments84\bc03d498-b8d5-43ef-
bcd2-56ded28cefb7.jpg

Description : |

Device: Apple iPhone 4
File Name: 58¢4a08c-54d2-4505-8280-461a5acd7384
File Path: Apple iPhone 4\Cellebrite\files\Image\58e4a08c-54d2-4505-8280-461a5acd7384

Description: |

Device: Apple iPhone 4
File Name: 8ed1dbf3-3b51-4662-9a26-fa2e6a770d04
File Path: Apple iPhone 4\Cellebrite\files\Image\8ed1dbf3-3b51-4662-9a26-fa2e6a770d04

Description : |

Device: Apple iPhone 4
File Name: 9eabc2ef-9da8-4b06-b797-5edbba35b205
File Path: Apple iPhone 4\Cellebrite\files\Image\9eabc2ef-9da8-4b06-b797-5edbba35b205

Description : |

Device: Apple iPhone 4
File Name: 16f6ad8b-813a-4cf5-ab69-6d14ald7¢738
File Path: Apple iPhone 4\Cellebrite\files\Image\16f6ad8b-813a-4cf5-ab69-6d14a1d7¢738

Description: | —
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Device: Apple iPhone 4
File Name: 75¢27a15-186¢-4f01-87b2-452146eecad4

File Path: Apple iPhone 4\Cellebrite\files\Image\75¢27a15-186e-4f01-87b2-452146eeccadd
Description:

Device: Apple iPhone 4
File Name: 649fb045-48d2-48c0-9a17-a78ec47571b8.mp4

File Path: Apple iPhone 4\Cellebrite\ chats\Kik Messenger Native\attachments84\649tb045-48d2-48c0-
9al17-a78ec47571b8.mp4

Description: |

Device: Apple iPhone 4

File Name: 859d8386-ec99-4060-9¢37-d4{7bfe81361

File Path: Apple iPhone 4\Cellebrite\files\Image\859d8386-ec99-4060-9¢37-d4{7bfe81361
Description: |
| |

Kik Chat-85

Device: Apple iPhone 4
File Name: chat-85
File Path: Apple iPhone 4\Cellebrite\chats\Kik Messenger Native\chat-85

Chat Between: emilyanne45 and |||l on 05/14/2016
Chat Summary:

emilyanne45:
emilyanne45:

emilyanne45:
emilyanne45:
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Kik Chat-87

Device: Apple iPhone 4
File Name: chat-87
File Path: Apple iPhone 4\Cellebrite\chats\Kik Messenger Native\chat-87

Chat Between: emilyanne45 and ||l o» 05/14/2016
Chat Summary:

emilyanne45:

emilyanne45:

emilyanne45:

emilyanne45:
emilyanne45:

emilyanne45:

emilyanne45:

emilyanne45:
emilyanne45:

emilyanne45:

emilyanne45:

emilyanne45:
emilyanne45:
emilyanne45:
emilyanne45:
emilyanne45:

emilyanne45:
emilyanne45:

emilyanne45:
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Device: Apple iPhone 4
File Name: d752ef54-3eb4-45fb-aa84-b7e¢27a7{f784
File Path: Apple iPhone 4\Cellebrite\files\Image\d752ef54-3eb4-45fb-aa84-b7e27a7{f784

Description: |

Device: Apple iPhone 4
File Name: 8bf2a083-1126-4adf-981d-5379d08912e6
File Path: Apple iPhone 4\Cellebrite\files\Image\8bf2a083-1126-4adf-981d-5379d08912¢6

Description : |
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Kik Chat-91

Device: Apple iPhone 4

File Name: chat-91

File Path: Apple iPhone 4\Cellebrite\chats\Kik Messenger Native\chat-91
Chat Between: emilyanne45 and [Jjjjjjjon 05/14/2016

Chat Summary:

emilyanne

emilyanne

emilyanne

emilyanne
emilyanne

Device: Apple iPhone 4

File Name: 4f060fad-d50b-4ef3-afaf-4¢112377dd79

File Path: Apple iPhone 4\Cellebrite\files\Image\4f060fad-d50b-4ef3-afaf-4e112377dd79
Description

o
..
'

Kik Chat-104

Device: Apple iPhone 4

File Name: chat-104

File Path: Apple iPhone 4\Cellebrite\chats\Kik Messenger Native\chat-104
Chat Between: emilyanne45 and ||jjil] o» 05/02/2016

Chat Summary:

enulyanne4
elmlyanne4
elmlyanne4

ennlyanne4
ennlyanne4

elmlyanne4
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emilyanne45

emilyanne45
emilyanne45
emilyanne45

Device: Apple iPhone 4
File Name: cb37a061-0693-40ec-858f-392c0c978179
File Path: Apple iPhone 4\Cellebrite\files\Image\cb37a061-0693-40ec-858£-392c0c978179

_

Device: Apple iPhone 4
File Name: 73fb1d62-4284-4279-9f46-6476e9103b52
File Path: Apple iPhone 4\Cellebrite\files\Image\73fb1d62-4284-4279-9f46-6476e9103b52

Description: |

Device: Apple iPhone 4
File Name: 8f8a601b-48be-4f4e-b80b-0ba70a80268a
File Path: Apple iPhone 4\Cellebrite\files\Image\8f8a601b-48be-4f4e-b80b-0ba70a80268a

Description:

Kik Chat-135

Device: Apple iPhone 4

File Name: chat-135

File Path: Apple iPhone 4\Cellebrite\chats\Kik Messenger Native\chat-135
Chat Between: emilyanne45 and [Jjjj on 04/01/2016 to 10/02/2016
Chat Excerpts:

04/01/2016

ennlyann
ennlyann
elmllyan
elmlyann
ennlyann
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ennlyam

ennlyam

ennlyam

emilyann
enulyann

ennlyann

ennlyann

04/02/2016

emilyanncss: [
.

04/29/2016

05/03/2016

emilyanne +5: I
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emilyan

emilyan

emilyan

07/12/2016

emilyanne45:
emilyanne45:
emilyanne45:
emilyanne45:
emilyanne45:

emilyanne45:
07/24/2016
emilyanne45:
.

08/08/2016

emilyanne45

08/09/2016

emilyannes: [

08/11/2016

08/15/2016

emilyanne s [N

09/06/2016

emilyanness: [

09/21/2016
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Device: Apple iPhone 4

File Name: 30f67ad2-19a1-4{63-85ee-¢849d586b1d4.jpg

File Path: Apple iPhone 4\Cellebrite\chats\Kik Messenger Native\attachments135\30f67ad2-19a1-4{63-
85ee-849d586b1d4.jpg
Description:

Device: Apple iPhone 4
File Name: 850f29b2-d6b3-4713-9cc3-1a2bce7647ad
File Path: Apple iPhone 4\Cellebrite\files\Image\850{29b2-d6b3-4713-9cc3-1a2bce7647ad

Description : |

Kik Chat-137

Device: Apple iPhone 4

File Name: chat-137

File Path: Apple iPhone 4\Cellebrite\chats\Kik Messenger Native\chat-137
Chat Between: emilyanne45 andijj I on 03/28/2016 to 05/04/2016
Chat Excerpts:

03/28/2016

] |
04/01/2016

emilyanne45: ||

04/03/2016

04/04/2016

04/15/2016



CASE NUMBER: 52C01-2008-F4-000254 FILED: 8/19/2020

04/21/2016

emilyanncss: NN
N

04/22/2016

04/26/2016

04/29/2016

emilyanne45:
emilyanne45:

emilyanne45:
emilyanne45:
emilyanne45:

emilyanne45:
emilyanne45:

05/01/2016

emilyanne45:

emilyanne45:

05/02/2016

emilyanne43: |G

05/04/2016
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Device: Apple iPhone 4

File Name: 38b65a56-dd71-4cca-893f-fb71ad18e1b5.jpg

File Path: Apple iPhone 4\Cellebrite\chats\Kik Messenger Native\attachments137\38b65a56-dd71-4cca-
893f-fb71ad18elbs.jpg

Description : |

Device: Apple iPhone 4

File Name: 14f7bc30-9767-4296-900b-373d55a6a14b.jpg

File Path: Apple iPhone 4\Cellebrite\chats\Kik Messenger Native\attachments137\14f7bc30-9767-4296-
900b-373d55a6al4b.jpg

Description: |

Device: Apple iPhone 4
File Name: 66e0fea5-8915-426¢-825¢-54¢3¢642a236.jpg
File Path: Apple iPhone 4\Cellebrite\chats\Kik Messenger Native\attachments137\66e0fea5-8915-426¢-

825¢-54c3e642a236.jpg

Description: |

Snapchat chat-1

Device: Apple iPhone 4
File Name: chat-1
File Path: Apple iPhone 4\Cellebrite\chats\Snapchat Native\chat-1

Chat Between: anthony_shot and |||  on 11/06/2016 to 11/10/2016
Chat Summary:

11/06/2016
anthony_shot:
anthony shot:

anthony shot:

athony shot:

anthony shot:

anthony_shot:
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anthony shot:
anthony shot:

anthony_shot:
anthony shot:

anthony shot:

11/07/2016

anthony_shot: I

11/09/2016

.. )

11/10/2016
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While reviewing the digital forensic downloads from the devices, [ found numerous images and videos
depicting child pornography. I drew this conclusion based upon the following:
e The media depicted children engaging or participating in actual or simulated sexual intercourse
and/or;
o The media depicted lewd presentation of the genitals or pubic area of a child and/or;
o The media depicted children participating in lewd behavior or conduct and/or;
o The media depicted children in erotic or sexually suggestive situations.

Device: Apple iPhone 4

File Name: IMG 3904

File Path: Apple iPhone 4\Cellebrite\files\video\IMG 3904
Device Creation Date: 05/04/2016

Description:

Device: Apple iPhone 4

File Name: IMG 3903

File Path: Apple iPhone 4\Cellebrite\files\video\IMG 3903
Device Creation Date: 05/04/2016

Description:

Device: Apple iPhone 4

File Name: e14a7334-1265-4c7c-al75-7d6a642c41d1.mp4

File Path: Apple iPhone 4\Cellebrite\chats\Kik Messenger Native\attachments92\e14a7334-1265-4c7c-
al75-7d6a642c41d1.mp4
Description:

Device: Apple iPhone 4

File Name: 62c06d6b-27bc-4d07-a187-fbd8fe94a6cf.mpd

File Path: Apple iPhone 4\Cellebrite\chats\Kik Messenger Native\attachments92\62c06d6b-27bc-4d07-
al87-fbd8fe94abctf.mp4

Description:
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Device: Apple iPhone 4
File Name: IMG 3630
File Path: Apple iPhone 4\Cellebrite\files\video\ IMG_ 3630
Description:

Device: Apple iPhone 4
File Name: IMG 3893
File Path: Apple iPhone 4\Cellebrite\files\video\IMG 3893

Description:

Device: Apple iPhone 4
File Name: 77bfa893-6f29-47¢0-abb6-00c11dd5ff1d
File Path: Apple iPhone 4\Cellebrite\files\Image\77bfa893-6129-47e0-abb6-00c11dd5ff1d

Description: [

Device: Apple iPhone 4
File Name: 3c4076f4-cc1{-4488-acf6-a5582b044bal
File Path: Apple iPhone 4\Cellebrite\files\Image\3c4076f4-cc1{-4488-acf6-a5582b044ba0

Description: |

Device: Apple iPhone 4
File Name: 7fb86573-1136-4687-b81a-c4619864fc6b
File Path: Apple iPhone 4\Cellebrite\files\Image\7tb86573-1136-4687-b8 1a-c46f9864fc6b

Description: |
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Apple iPhone 3G

This iPhone was named “Keggie :)”” and was last utilized by the user on approximately 05/23/2015.
Kegan would’ve been 20 years old at this time. This device was secured with a PIN code. There were
numerous usernames and email addresses located on the phone including;

There were no chat conversations from Skype or Kik Messenger recovered from this device that had
evidentiary value. Multiple still images depicting females posing nude and/or partially nude; and/or
performing sex acts on themselves were found. The ages of the females were indeterminate. Multiple user
saved screen captures of conversations were found. In one screen capture, the sender specifically
identified the receiver as Kegan. The user saved over two hundred still images to this device which
contained location data that was embedded into the file. Approximately 27 of the still images depicted
females who appeared to be at least 14 years of age or older. Some of these images depict nude female
breasts or female genitalia. Some of the 27 images were geo-located in Indiana cities including; Bunker
Hill, Galveston, Indianapolis, Kokomo, Monterey and Royal Center.

Web history was recovered from this device. Below is a sample of terms the user searched using Google.
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Samsung Galaxy S5

This iPhone was named “Kline Photography” and was factory reset on approximately February 23, 2017.
Kegan would’ve been 22 years old at this time. This device was not secured with a password of PIN code.
There were numerous usernames and email addresses located on the phone including;

There were some chat messages recovered from this device from MeetMe, Facebook Messenger and
Snapchat. Conversations that took place between February 23, 2017 and February 25, 2017 discussed
meeting people in Las Vegas and prostitution.

Internet web searches were recovered on this device. These searches included information on [JJjjij or

B B:<lov is a sample of terms the user searched using Google.

Device: Samsung Galaxy S5
File Name: pornvideo.apk embedded 2.jpg
File Path: Samsung Galaxy S5\Cellebrite\files\image\ pornvideo.apk embedded 2.jpg
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Samsung Galaxy S4

This phone was named SAMSUNG-SGH-1337 and was last utilized on approximately June 25, 2015. The
forensic analysis showed the device was powered on multiple days after this date but not utilized on those
days. Kegan would’ve been 21 years old at this time. This device was secured by a swipe pattern and a

PIN code. There were numerous usernames and email addresses located on the phone including;

There were many chat conversations recovered from this device. Several conversations appeared to be
with a female teen approximately 12 or 13 years old.
I 1! uscr also used two profiles Kegan Kline and Emily Anne (Kegan’s step sister) to
communicate with female teens. Conversations were found on this device where “Emily” discussed how
she had sex with Kegan and his father at the same time.

There were multiple CSAM and erotica media files found saved to this device. The way the files were
named indicate the images were captured by screenshot and /or received from Snapchat or Skype. Many
of the CSAM file depicted female children approximately 12 to 17 years old, posing nude and/or partially
nude; and/or performing a sex act on themselves. More still images depicting possible drugs and drug
paraphernalia were found on this device.

Internet web searches were recovered on this device. Below is a sample of terms the user searched using
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Nextbook Premium Tablet

This device’s name is unknown and was last utilized on approximately March 9, 2016. Kegan would’ve
been 21 years old at this time. This device was not secured with a password or PIN code. There were

numerous email addresses and usernames on this device including; ||| | |GG

There were numerous chat conversations recovered on this device. The user of the
device used multiple communication platforms including; Facebook, Facebook Messenger, Kik
Messenger, Meetme.com, Skype and Snapchat. The user of this device initiated conversations on
Facebook Messenger and asked and/or suggested the conversation be moved to Kik Messenger or
Snapchat.

Device: Nextbook 8
File Name: fffe3cfc-2521-4a76-9899-acf083cc97de
File Path: Nextbook 8\Cellebrite\files\image

Description: |

Apple iPod Touch

This device was named Kegan :) and was last utilized on approximately 05/30/2015. Kegan would’ve
been 21 years old at this time. This device was secured with a PIN code. There were multiple usernames

and email addresses located on this device including; ||| [ GcIcNGNGNGENEGE

There were multiple still images found on this device that depicted females posing nude and/or partially
nude; and/or performing a sex act on themselves. The ages of the females were indeterminate. Four still
images of female teens on the device contained location data embedded into the file. The locations of the
images were from Hammond or Royal Center, Indiana.

There were numerous internet searches on the device. Below is a sample of the internet searches.




CASE NUMBER: 52C01-2008-F4-000254 FILED: 8/19/2020

Apple iPhone 5¢

This phone was named Kegan’s phone and was the phone he turned in to the Indiana State Police. The
phone was last utilized on approximately 02/27/2017. Kegan would’ve been 22 years old at this time.
This device was secured with a PIN code. There were numerous usernames and email addresses located

on this device including; [

The user of this device used Facebook, Instagram, MeetMe, Snapchat and Twitter to communicate or
chat. Much of this data from these applications was deleted from the device. The examination found
multiple still images saved to the device that depicted females posing nude, partially nude and/or clothed.
The ages of the females were indeterminate.

On approximately 02/27/2017 at 0948 hours the user cleared or deleted the Safari web browser history
and website data from this device. During the examination, some information was recovered. Below is a
sample of terms the user searched.

While looking over the Digital Forensics Examination Report, I noticed the user of the Apple iPhone 5¢
deleted multiple items off the phone before turning it in to law enforcement. On February 25, 2017 the
search warrant was served on the Kline’s residence and Kegan was interviewed and polygraphed. On
February 27, 2017 Kegan called the Indiana State Police to turn in the Apple iPhone Sc.

On February 25, 2017 at approximately 7:30 PM, Kegan’s polygraph was concluded and he was
transported back to his residence. The Digital Forensics Examination Report shows at approximately 9:19
PM, the user of the iPhone 5c¢ started to uninstall and delete apps from the phone. At approximately 9:19
PM, the user uninstalled and deleted Snapchat. At approximately 10:14 PM, the user uninstalled and
deleted Instagram from the phone.

On February 26, 2017 at approximately 1:12 PM, the user uninstalled and deleted MeetMe from the
phone. The user put Snapchat back on the device and on February 27, 2017 at approximately 1:28 PM,
the user again uninstalled and deleted it from the phone.

Kegan admitted to using these applications to chat with underage girls. The evidence contained in these
applications were destroyed when the user deleted them from the device before turning it into law
enforcement.

Law enforcement officers observed Kegan staying at his girlfriend, ||| | j JEJEE 2partment on August
14 and 15, 2020 located at
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Due to the aforementioned probable cause, I’m requesting this investigation be reviewed for
consideration of charges.

Reference Indiana State Police Incident 17ISPC(002202
I (we) affirm, under the penalties for perjury, that the foregoing representation(s) is (are) true.
Be it further known that the facts herein may be used by the prosecuting attorney, in any manner he

deems proper in the arrest and prosecution of the offender, named herein and may be used against the
affiant if the facts herein stated by the affiant, are found to be untrue.

/S/ David R Vido

Trooper David R. Vido
Indiana State Police





